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MHCTPpYyKUMS agMUHUCTpaTopa M Nosib3oBaTesisi NPorpaMMHOro obecneyenuns
«Continuous Advanced Management Penetration Organisation (CAMPOT)»

Huxe npuBeneHbl TEPMWHBI,

COKPALLEHWA, TEPMUHDbI N ONPEAENEHNA

onpeaeneHnss U COKpaLLEHUS, UCMONb3yeMble B WHCTpyKUMMK

aAMUHUCTpaTopa U nonb3oBaTesnsa nporpaMmMmHoro obecnevernmss «Continuous Advanced Management
Penetration Organisation (CAMPOT)».

CokpauweHusn:
ID NaeHTndmnkaTop
API Application programming interface — nporpaMmHbI HTEPdENC NPUIOXKEHUS
CVE Common Vulnerabilities and Exposures - 6a3a gaHHbIX 06LWEN3BECTHbIX YSA3BUMOCTEN
MHpOPMaLIMOHHON 6€30MacHOCTM!.
CWE Common Weakness Enumeration - cucrema kateropmin cnabbix MecTt M ysa3BMMOCTEN
annapaTHOro 1 NporpaMMHoOro obecrneyeHums
TCP/UDP | Transmission Control Protocol/ User Datagram Protocol
URL Uniform Resource Locator — eanHoob6pasHbI yKa3aTesb MECTOHAX0XAEHUSA pecypca
OC OnepaunoHHaga cncreMa

TepMuUHbI U onpegeneHun:

Oepynnukauua CneuvanmanpoBaHHbIM MeTo4 CKaTUa MacCcuBa AaHHbIX, MCNOMb3YIOWNIA B
KayecTBe anroputMa CXKaTusa  UCKAKYeHuMe  aybnmpylowmx  KOnumn
MOBTOPSAWMXCSA AAHHbIX.

MmmMyTabenbHOCTDb HeunsmeHsiemocTtb (06bekTa)

nT- COBOKYMHOCTb NPOrpaMMHbIX, annapaTHbIX U MHbIX CPEACTB, MCNOb3yeMbIX

MHpaCcTpyKTypa B OpraHmM3aummn ans ocylecTBieHus nHpopMaunoHHoro obmeHa

Knactep 'pynna KoMnbOTEPOB, CEPBEPOB WJIN MPOLLECCOPOB, 06beAMHEHHbIX
BbICOKOCKOPOCTHbIMW KaHasnaMun CBA3M, NMpeacTaBfsalowas ¢ TOYKM 3peHus
Moab30BaTeNs €AUHbIA annapaTHbIA pecypc.

Muturaumsa CHuXeHue  BNUSAHUS noTeHUManbHbIX  NOCNeACTBUNA, BbI3BaHHbIX

(ys3BumMmocTn) aKCnayaTaumen ysassBuMocTu

Hopa (knacrepa)

CepBep (XOCT), COeAMHEHHbIN C APYrMMU y3namu (cepBepaMmu) B pamKax
Knactepa

MopT

CeTeBOW MOPT - 4YUCAO, KOTOpOe MAaeHTUOULMPYET HasHayeHue ceTeBbIX
NOTOKOB AaHHbIX B Npejenax ogHOro KoMnbloTepa

MapcuHr (AaHHBbIX)

N3BneyeHune CTPYKTYPUPOBaHHOM nHdopMaunm n3
HECTPYKTYPUPOBAHHbIX WAN MONYCTPYKTYPUPOBAHHbIX AAHHbIX.

MpocTpaHCTBO MMEH

HekoTopoe MHOXEeCTBO KaknM-nn60 o6pa3oM B3aMMOCBSA3AHHbLIX UMEH UK
TEPMWUHOB, JTOTMYECKMIA KOHTENHEpP, B KOTOPOM BCE MMEHA YHUKa/bHbI.

Cucrema CAMPOT

«Continuous Advanced Management Penetration Organisation (CAMPOT)».
PeweHnune knacca CPT (Continuous Penetration Testing) ana HenpepbIBHOroO
KOHTpONs 3awmieHHocTV IT-MHhpaCcTpyKTYpbl KOMNAHUW.

Ter

AccouMnpoBaHHOE K/lOYEBOE C/I0BO, OTHOCsWeEeecd K Kakom-nubo

MHpOpMaLmnK

KoHeuHbIN y3en

Jlloboe yCTpONCTBO, NpenocTaBnsalWee CcepBUCbl dopMaTa <«KJIMEHT-
cepBep» B pexuMme cepBepa Mo KakuM-nnbo nHTepderncam n yHuUKanbHO
onpeaenéHHoe Ha 3TUX UHTepdercax.

ElasticSearch

Elasticsearch — Tupaxupyemas nporpaMMHasi NOMCKOBas CUCTEMa

Kafka-Tonuk

Cnocob rpynnupoBKK 1 pacnpegeneHus notokos Big Data coobweHnin no
KaTeropusm.
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MHCTPpYyKUMS agMUHUCTpaTopa M Nosib3oBaTesisi NPorpaMMHOro obecneyenuns
«Continuous Advanced Management Penetration Organisation (CAMPOT)»

1. MHCTPYKUMNA AAMMUMHUCTPATOPA

1. OBLLEE ONMNCAHUE NHCTPYKUUUN AODMUHUCTPATOPA

1.1. NHCTpyKUMS aaMMHUCTpaToOpa nporpaMMHoro obecneyvenmss «Continuous Advanced
Management Penetration Organisation (CAMPOT)» (panee — «cucrema CAMPOT») npegHa3sHa4yeHa gns
aAMUHNCTPATOPOB, OCYLLECTB/ISIOLWMX YCTAHOBKY M HacTponky cuctembl CAMPOT.

1.2. NHCTpYyKUMS cOaEPXNT onncaHme B3amMmoaencTens AoaMmHucTpaTtopa c cuctemort CAMPOT,
npeaHasHa4YeHHoOW A/ HENPEPbIBHONO KOHTPOS 3alneHHOCT UT-nHdpacTpyKTypbl OpraHm3saumm m
NO3BONSAIOLWEN BbISIBAATb YSI3BMMOCTM Ha 3Tane ux nosBieHus.

2. OMUCAHUE N ®DYHKLUWNN CUCTEMbI CAMPOT

2.1. Cuctema CAMPOT npeactaBnsieT u3 cebst opkecTpaTop A/1s 3anycka pas3/IMdHbiX CKaHEPOB
YSI3BUMOCTEN.

2.2, Cnctrema CAMPOT nocTpoeHa Ha MUKPOCEPBUCHOM apxXMTEKType M BKo4YaeT B cebs 3
cepswuca:

e Cepsuc «CamPot Watcher» - oTBeuaeT 3a NOCTaHOBKY 3a4ay N MOHUTOPWUHI UX BbINOSIHEHUS;
e CepBuc «CamPot Data Render» - oTBeyaeT 3a 06paboTKy M cCOXpaHeHue pe3ynbTaTta
CKaHMpOBaHwUs;
e Cepsuc «CampPot Trigger» - oTBe4yaeT 3a 3anycK CKaHMPOBAHMSA «MNO 3anpocy».

2.3. Onsa XpaHeHus U opraHuM3auum NOTOKOB AAHHbIX MPOrpaMMHbIN KOMMEKC UCMOMb3YyeT:
e Elastic Search;
e Apache Kafka.

2.4, [na 3anycka ckaHepoB UCMONb3YIOTCH CNeAyloWme OKPYXEHUS:
e Kubernetes;
e [punoxeHuns comectmmbie no API c Tenable Nessus;
e [punoxeHusa coeMmectmmble no API ¢ Acunetix.

3. 3ANYCK N KOHOUTYPUPOBAHUE CUCTEMbI

3.1. Kaxabin cepsuc cuctembl CAMPOT npeactasnseT 3 cebsa 6uHapHbIn dann n aBnsertcs
CaMoA0CTaTO4YHbIM ANS 3anycka.

3.2. MopsaoK 3anycka CEepBMCOB He MMeeT 3HaudeHus. Bo Bpems 3anycka, KaxAablh cepBuc
MHULManusnpyeT 6a3y AaHHbIX, MPU 3TOM BbINOSIHEHME AOMNOHUTENbHbIX MUFpauun He TpebyeTcs.
3.3. Cuncrtema «CamPot Data Render» npu 3anycke nHnymanmnsmpyet Kafka-tonmku.

3.4. Cepsucbl paboTtatoT B cuctemax nog ynpasnenmem OC Linux. TakxXe BO3MOXEH 3arnyck B
KOHTEMHEPM3NPOBAHHbIX cpefax, B TOM 4Yuciie C NpUMeHeHneM OpKeCTpaTopoB.

3.5. KoHduryprupoBaHme CUCTEMbl OCYLLECTBASETCS MNOCPEeACTBOM MEPEMEHHbIX OKPYXEHUS.

MepeMeHHbIE OKpYXEeHUs yKa3biBalTCA B dalifie «.env», pacnosiaraloweMmcss B oAHOW AUPEKTOpuUmn
BMecTe ¢ buHapHbIM dannom cepBuca.

4. OMNCAHUME NEPEMEHHbIX OKPY)XXEHUSA
4.1. MepemeHHble OkpyxeHuna ansa Cepsuca «CamPot Watcher»:

e "ELASTIC_URL® - URL-azpec ElasticSearch;

e ELASTIC_USERNAME" - nms nonb3osatens ElasticSearch;

e ELASTIC_PASSWORD' - naponb nonb3oBaTtens ElasticSearch;

e "KAFKA_URL® - URL-aapec Kafka;

e "KAFKA_CA_PATH" - nytb no CA ceptudukata Kafka;

e "KAFKA_CERT_PATH" - nyTb Ao knvMeHTckoro ceptudumkata Kafka;

e "KAFKA_KEY_PATH® - nyTb A0 knneHTcKkoro knatoua Kafka;

e "NESSUS_USER’ - nmMsa nonb3oBaTens nessus (Mn anbTepHaTuBbI);

. "NESSUS_PASSWORD " - naposnb nosb30oBaTens nessus (MNun anbTepPHATUBDI);
. "NESSUS_BASE_URL" - URL agpec nessus (unu anbTepHaTUBbI);
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"NESSUS_API_TOKEN" - X-Api-Token ansa nessus (M1 anbTepHaTMBbI);
"ACUNETIX_TOKEN" - Api-Token ans acunetix (Mniu anbTepHaTyMBbI);
"ACUNETIX_BASE_URL" - URL-agpec acunetix (M1 anbTepHaTUBbI).

MepemeHHble okpyxeHuna ana Cepsuca «CamPot Data Render»:

"ELASTIC_URL" - URL-aapec ElasticSearch;
"ELASTIC_USERNAME" - umsa nonb3oBaTtens ElasticSearch;
"ELASTIC_PASSWORD" -naponb nosnb3oBaTens ElasticSearch;
"KAFKA_URL" - URL agpec Kafka;

"KAFKA_CA_PATH" - nyTb no CA ceptudukata Kafka;
"KAFKA_CERT_PATH" - nyTb Ao knneHTckoro ceptudmukarta Kafka;
"KAFKA_KEY_PATH' - nyTb Ao knuneHTckoro kntoda Kafka.

MepemeHHble okpyxeHuna ansa Cepsuca «CamPot Trigger»:

"ELASTIC_URL" - URL azpec ElasticSearch;
"ELASTIC_USERNAME" - umga nonb3oBaTtens ElasticSearch;
"ELASTIC_PASSWORD" - naponb nonb3oBaTens ElasticSearch.
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II1. MHCTPYKLMA NOJIb3OBATENA

1. OBLEE ONMNCAHUE MHCTPYKLUMN NOJIb3OBATENA

1.1. MHcTpyKuma no akcnayaTaumm cncrtembl «Continuous Advanced Management Penetration
Organisation (CAMPOT)» (manee - «cuctema CAMPOT») npeaHasHayeHa pAns nonb3oBaTenen,
OCYLLECTBASKLWMNX SKCNAyaTaunto n ynpasneHmne cucteMon. MHbix @yHKLMOHANbHbLIX POJIEN B cUMCTeMe
He NpeayCMOTPEHO.

1.2. Cnctema CAMPOT npeacrtaBnsetr coboii cepBepHyl 4acTb NpOrpaMMHOro obecneyenus
(nanee - «[O») pnsa paboTbl CO CKaHMpOBaHMEM BHewHero nepuMmeTpa WT-MHOPaACTpyKTypbl.
dkcnnyatauma MO He npeanonaraeT HanMume rpaduUyeckoro nosb30BaTeNbCKOro UHTepdeiica, Bce
dYHKUMM nporpaMMmHoro obecnedeHna MoryT 6biTb peann3oBaHbl Nosb30BaTe/IEM C MOMOLLbIO WAros,
OMNKMCaHHbIX B HacToswWwen MHCTpyKuun.

1.3. MHCTpYyKUMa coaoep>XUT onmcaHume B3aumogencTeums Nonb3oBatens ¢ cuctemonn CAMPOT,
npeaHasHa4YeHHoOW A/ HENPEPbIBHONO KOHTPOAS 3alnWeHHOCTM UT-nHdpacTpyKTypbl opraHmn3saumm m
NO3BONSIOLWEN BbISIBASATb YSI3BMMOCTM Ha 3Tane Ux NnosiBNeHus.

2. ®YHKUNN CUCTEMbI CAMPOT

2.1. O6bekTbl B ElasticSearch, ncnonbsyemble Ana B3aMMoAeNCTBUA C CUCTEMON AENATCA Ha
ABe rpynnebl:

e Cobupaembie 06beKkTbl - CKaHUpyeMble 06beKTbl U pe3yfbTaTbhl CKAHUPOBaHUS;

e O6bekTbl ynpaBneHUs - 06beKTbl yNpaBneHns CKaHepaMmu.

2.2. Bce B3auMMoaencremss C CUCTEMOM OCYLLECTBAAKTCA NOCPeACTBOM  MaHMMynsaumu
obvekTamn B ElasticSearch.
2.3. PasrpaHuyeHme poctyna W WHTErpauusi €O CTOPOHHMMM CepBMCaMU OCYyLLEeCTBNSETCS
cpeactBamm ElasticSearch.
2.4, Kaxpasa rpynna o6bekToB XpaHUTCA B CBOeM wuHAaekce. [Ona cobupaembix 06bekToB

eXeJHEBHO CO34aeTCs HOBbIN MHAEKC C NepuoaoM poTaumun AANTeNbHOCTbIO 3 (Tpu) Mecsaua.

3. OMUCAHUNE COBUPAEMbIX OB BEKTOB

3.1. Cob6upaemblie 06beKTbl — 06LEKTHI, MONy4YaeMble B pe3dyfbTaTte paboTbl CKaHepPOB, ABASAKTCA
HensMmeHsieMbiMU. Co3gaHne/nsmeHeHne obbekTa nNpomcxoguT nytTeM gobaBneHuns HOBOro, 06bekT C
MaKkcMManbHbIM 3HadeHneM «created_at» saBnseTcs akTyanbHbIM cocTossHMEM obbekTa. O6bekT
naeHTUdUUMpPYETCS Mo NOA «id».
3.2. KOHeuHbI! y3en — ckaHupyeMblin 06beKkT, naeHtTuduumnpyetcs IP-agpecom, WwabnoH NHAEKCA:
«compot-host-*». NepeueHb nonen obbvekTa:

e ID (id, uuid) - noeHTndukaTop 06HLEKTA;

e CreatedAt (created_at, data) - BpeMsa co3naHusa 06beKkTa;

e Name (name, text) - uenoBekouuTaeMmbli wugeHTudukaTop obbekTa. CocTaBnsercs w3

opraHusauuun n IP-agpeca;

e Organization (organization, text) — opraHnsauns, KOTOpoW NpMHaNEXNT 06bEKT;

e Deleted (deleted, bool) - 06bekTbl MMMyTabenbvHbl, yaaneHne npomMcxoant nytem gobasneHus

cooTBeTCTBYHOLWeEro gnara;

e LastUpdatedBy (last_updated_by, uuid) - ID ckaHepa, BHeCWIEro M3MeHeHNs MOCNEAHUM;

e CreatedBy (created_by, uuid) - ID ckaHepa, B pe3ynbTate paboTbl KOTOpOro 06beKkT 6bI1 co34aH

(MoxeT 6bITb MYCTbIM, aKTyanbHO ANs 06bEeKTOB CO34aHHbIX pe3onsepamu (resolver);

e Fqgdn (fgdn, text) - FQDN xocTa;

e Ip (ip, text) - IP-agpec xocTa;

e Os (0s, text) - onepauMoHHas cMcrtema xocTa;

e Ports (ports, list) - OTKpbITblE MOPTbI HA XOCTE:

—  Number (number, num) - HoMep nopTa;

CtpaHuua 6 n3 10



MHCTPpYyKUMS agMUHUCTpaTopa M Nosib3oBaTesisi NPorpaMMHOro obecneyenuns
«Continuous Advanced Management Penetration Organisation (CAMPOT)»

- ProtocollL4 (protocol_l4, text) - npotokon L4 (TCP/UDP);
- ProtocolL7 (protocol_I7, text) - npotokon L7;
— Service (service, text) - Ha3BaHMe cepBuUCa, 3aHMMaAlOLLEr0 BbibpaHHbIM NOPT;
o About (about, list) - uHdopMaumsa o xocTe (severity - 0, B KOHTEKCTe paboTbl CKaHepoB):
- Name (name, text) - nmMsa 3anmncm, ncnonblyeTtca AN naeHTUUKauMm n geaynankauum;
- Data (data, text) - cTpoka ¢ nHdopmaumen;
- Recommendation (recommendation, text) - pekomeHgaunm (Npyn HanMumn);
- RawDatald (raw_data_id, uuid) — ID 3anucu c «cbipbiMn» (He0bpaboTaHHbIMK) AAHHbLIMU;
o Vulnerability (vulnerability, list) - Cnucok ys3sumocTei:
- ScannedBy (scanned_by, uuid) - ID ckaHepa, BbISSBUBLUErO YSA3BUMOCTb;
- Vulnerabilityld (vulnerability_id, uuid) - ID ysa3BumocTy;
- Name (name, text) - uma 3anucuK, ncnonb3lyeTcsa Ana naeHTudukaunm n gegynavkaummn rno
YMOYaHUIo;
- Status (status, num) —-craTyc ys3sumocTu:
0 - akTyanbHas
1 - nepenaHa B 06paboTky
2 - He BOCNpOU3BOAUNTCS
3 - MuTUrnposaHa
3.3. CepBuc - CkaHumpyembin ob6bekT. MoeHtnduumpyerca URL agpecom. LWWabnoH nHaekca:
«compot-service-*». NepeyeHb nonen obbvekTa:
e ID (id, uuid) - naeHTudnkatop o0bwvekTa;
e CreatedAt (created_at, data) - Bpems co3gaHus ob6bekTa;
e Name (name, text) - 4enoBekouuTaeMmbli wnaeHTUdMKaATOp 06BEKTA, COCTaBNseTCS U3
opraHmsaumm n URL;
e Organization (organization, text) — opraHnsaumusi, KOTOpOI NPUHAANEXMUT 0O6BbEKT;
e Deleted (deleted, bool) - 06bekTbl MMMyTabenbHbl, yaaneHne nponcxoamt nytem gobasreHuns
cooTBeTCcTBYlOWeEro dgara;
e LastUpdatedBy (last_updated_by, uuid) - ID ckaHepa, BHECLLEro M3MeHEeHUsI NOCNEeAHUM;
e CreatedBy (created_by, uuid) - ID ckaHepa, B pe3ynbtaTe paboTbl KOTOpOro o6bveKkT 6bi/1 co3aaH
(MoxeT 6bITb NYCTbIM, aKkTyanbHO AN 06beKTOB Co34aHHbIX pe3onsepamu (resolver);
Url (url, text) - URL cepBuca (B Hanbonee yacTtbix cyyasx nogpasymeaeTtcs 6asoBbii URL).
e Port (port, text) - nopT, Ha KOTOpOM paboTaeT cepBuC.
e About (about, list) - nHdopMauma o cepsuce (severity - 0, B KOHTEKCTe paboTbl CKaHepoB):
- Name (name, text) - nmsa 3anucm, ncnonbayetca onsa NAEHTUOUKaAUMN U Aeaynankauum;
- Data (data, text) - cTpoka ¢ nHdopmaumen;
- Recommendation (recommendation, text) - pekomeHgaunm (NpyM HaNM4unUn);
- RawDatald (raw_data_id, uuid) - ID 3anucu c «cblpbiMn» (HeobpaboTaHHbIMKN) AAHHbIMU.
¢ Vulnerability (vulnerability, list) - cnncok ysassumocTen:
- ScannedBy (scanned_by, uuid) - ID ckaHepa, BbISsBMBLLErO YS3BUMOCTb;
- VulnerabilityId (vulnerability_id, uuid) - ID ys3B1MMocCTH;
- Name (name, text) - nmsa 3anuncm, UCnonb3lyeTcsa Ana naeHTudukKaummn n gegynavkaummn no
YMONYaHuo;
- Status (status, num) - cTaTyc ya3BMMOCTU:
0 - akTyanbHas
1 - nepenaHa B o6paboTky
2 — He BOCNpoM3BOAUTCS
3 - MUTUrMpOBaHa
3.4. YAa3BMMOCTb - pe3yfnbTaT ckaHupoBaHusa. LWabnoH wnHaekca «compot-vulnerability-*».
MepeyeHb nonen obbvekra:
e ID (id, uuid) - ngeHtTndmnkaTop obvekTa;
e CreatedAt (created_at, data) - Bpems co3gaHus obbekTa;
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e Name (name, text) - u4enosekoumTaembll wnaeHTMdukaTop o0b6bekTa. CocTaBnseTcs w3
opraHmsauum n URL;
e Organization (organization, text) — opraHnsaumns, KOTOpol NpUHaANEXNT 00BbEKT;
e Deleted (deleted, bool) - 06bekTbl MMMyTabenbHbl, yaaneHne nponcxoamt nytem gobasneHuns
COOTBETCTBYIOLWEro dnara;
e LastUpdatedBy (last_updated_by, uuid) - ID ckaHepa, BHeCLLero n3MeHeHus NoCNeaHnM;
e CreatedBy (created_by, uuid) - ID ckaHepa, B pe3ynbtaTe paboTbl KOTOPOro o6beKkT 6bi1 co3aaH
(MoxeT 6bITb NYCTbIM, aKTyasibHO Anst 06bEKTOB CO3A4aHHbIX pe3osiBepamu (resolver);
e Synopsis (synopsis, text) - kpaTkoe onnucaHne ysi3BMMOCTH;
e Description (description, text) -nonHoe onncaHne BbISIBJIEHHON YSI3BUMOCTHU;
e Solution (solution, text) - pekoMeHgaunm NO yCTpaHEHUIO/MUTUTALMN YS3BUMOCTH;
e Severity (severity, num) - npMopuTeT yS3BMMOCTH;
e Cvss (cvss, text) - npuoputeTt no CVSS;
e ExtRefs (ext_refs, list) - BHewHune ccoinkm (CVE/CWE Homepa, ccbiikn Ha aon. nHdopmaumio):
- Name (name, text) - nma 3anucm, ncnonblyetca ona naeHTUbUKauMn n aeaynankauum;
- Url (url, text) - URL BHeLWHero ncTtoyHmnka.
- Type (type, text) - Tun BHewHen ccbinkn (Hanpumep: CVE, Info, CWE etc.)
e Ports (ports, list) — HeobpaboTaHHble («Cbipble») pe3ynbTaTbl 3anNpoCOB CKAHEpPOB K Lenu.
[JaHHble NpMBsA3aHbl K CKAHMPYEMOMY MOPTY:
—  Number (number, num) - HoMep nopTa;
- ScannerDatald (scanner_data_id, uuid) - ID 3anucu AaHHbIMMU.
e Target (target, text) - wHdopmauusa, nepenaBaemMas HENOCPEACTBEHHO CKaHepy, AN
onpeaeneHus Uenn ckaHnpoBaHus (0bbekTa CKaHMpOBaHUSA);
e Targetld (target_id, uuid) - ID obbekTa, B KOTOPOM BbiIsIBNIEHA YSA3BMMOCTb.
e  Status (status, num) - cTaTyc ysa3BMMOCTH:
0 - akTyanbHas
1 - nepenaHa B o6paboTky
2 — He BOCNpomM3BoaAUTCS
3 - MUTUrMpOBaHa
3.5. UcxoaHble paaHHble - Pe3ynbTaT ckaHupoBaHus. LLabnoH wnHaekca: «compot-raw-*».
MepeuyeHb nonen obvekTa:
e ID (id, uuid) - naeHTUdnkaTop 06bEKT];
e CreatedAt (created_at, data) - Bpems co3gaHus obbekTa;
e Name (name, text) - u4enosekoumTaembli wugeHTudukaTop obbvekTa. CoctaBnsercs u3
opraHmsauuun n URL;
¢ Organization (organization, text) — opraHnsaumns, KOTOpoW NpMHaANEXNT 06BbEKT;
e Deleted (deleted, bool) - 06bekTbl MMMyTabenbHbI, yaaneHne npomcxoanTt nytem aobasreHus
cooTBeTCTBYlOWeEro dnara;
e LastUpdatedBy (last_updated_by, uuid) - ID ckaHepa, BHecCLLero M3MeHeHus NocneaHuM;
e CreatedBy (created_by, uuid) - ID ckaHepa, B pe3ynbtate paboTbl KOTOpOro 06beKkT 6bI1 co34aH
(MoxeT 6bITb NYCTbIM, aKTyasbHO Ansi 06bEKTOB CO3A4aHHbIX pe3osiBepamu (resolver);
e Data (data, text) - HeobpaboTaHHble («Cbipble») AaHHbIe.

4. OMNCAHUE OBBEKTOB YIMNPABJIEHUA

4.1, O61beKTbl ynpassieHUA — 06beKTbl, ONUCbIBaKLWME JIOMMKY 3anycka CKaHepoB. ABNsOTCS
N3MEHSIEMbIMMW, YAANSATCA NEPMAHEHTHO.
4.2. 3apadya - 06bekT, OnUCbIBalLWMI 3adadvy CKAaHUMPOBaAHMUSA U CoAepXKalwuih CBedeHus o

TeKyLleM coCcTosHum 3agaun. NHaekc: «compot-job». MepeueHb nonen obvekTa:
e ID (id, uuid) - ngeHtTndmnkaTop o0bbveKkTa;
e CreatedAt (created_at, data) - Bpems co3gaHus obbekTa;
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e Name (name, text) - u4enosekoumTaembll wnaeHTMdukaTop o0b6bekTa. CocTaBnseTcs w3
opraHmsauum n URL;

e Organization (organization, text) — opraHnsaumns, KOTOpol NpUHaANEXNT 00BbEKT;

e Frequency (frequency, num) -nepuoa Mexay 3anyckamm (B MUHyTax);

e Delay (delay, num) -ananasoH cnydanHol 3aaepxku (ot 0), B MMUHyTax (HacTynaeT nocne
Frequency);

e EndTask (ent_task, date) - Bpemsa 3aBeplieHns nocnegHen 3agauu;

e Status (status, num) - cTaTyc BbINO/IHEHMS 3a4aun;

- 0 - co3paHa

- 1 - 3aBepuweHa

- 2 - BblNosHAeTCA

- 3 - owwubka BbINOJHEHUS

- 4 - 3aBepwunnach c owunbkomn

- 5 - ocywecTtBngaercs napcuHr

- 6 - XOCT/cepBMC He JOCTyneH

- 7 - owmnbka obbekTa

e Target (target, text) - uenb (Url unu IP agpec);

e Targetld (target_id, text) - ID obbekTa, KOTOPbIN SBASETCS LENbIO;

e TargetType (target_type, text) - Tun uenn (Host nnu Service):

— asset - HeobpaboTaHHble («Cblpble») AaHHble, NpegocTaBnseMble ckaHepy. O6bLEKT MOXeET
OTCYTCTBOBaTb;

- host - 06beKkT TNa «Host»;

- service - 06beKkT TMNa «Service»;

e Scanner (scanner, object) - 06beKT onucbIBaOLWMA CKaHep:

- Image (image, text) - ums obpasa (NyTb A0 peecTpa U Ter ykasbiBatoTcs B «K8sCtx»);

- Secrets (secrets, list) - cnncok cekpeToB, AOCTYMNHbIX CKaHepy (yKa3sblBalOTCA MUX WMeHa,
cekpeTbl Heo6Xo0AMMO NpeaBapUTEsIbHO 3arpy3nTb B KacTep, B 06beKT C UMeHeM «secrets»).

e State (state, text:text) - KV xpaHunuuie (text:text) ons coxpaHeHUss COCTOSIHUS 3a4auu.

e K8sCtx (k8s_context, object) - KoHTekcT 3anycka 3agaum B K8S:

- Addr (addr, text) - IP:port o API knacTtepa;

— Token (token, text) - TokeH ayTeHTUdUKaumm B knacrtepe (bearer);

- CaPath (ca_path, text) - nytb go CA k8s api;

- KafkaUrl (kafka_url, text) - IP:port Kafka, B koTopbIii 6yaeT oTnpaBnsaTbCa pe3ynbTtaT paboThl

CKaHepa.
- NameSpace (namespace, text) — npocTpaHcTBO MMEH knactepa k8s, B KOTOPOM 3anycKaeTcs
CKaHep.

— Tolerations (tolerations, text) - BO3MOXHOCTb 3anycCka CKaHepa, Ha onpeaeneHHbIX Hoaax
Knacrepa.

- RegistryPath (registry_path, text) - nyTb 4o peecrpa.
- RegistryTag (registry_tag, text) - Ter ana umeaxa.
- MemoryLimit (memory_limit, text) - OrpaHnyeHna no namatm (B dopmMmaTte noaxoasawem ans
k8s).
e FailCounter (fail_counter, num) - CY&TUYMK KOSIMYECTBA HeyAa4HbIX MOBTOPHbLIX 3arMycKoB
3ajauu.
e Irregular (irregular, bool) — yka3sbiBaeT, ABAsSeTCa N1 3aga4a perynsipHoi.
4.3. UcknrouyeHne - 06bEeKT, ONUChIBAKOLWMN UCKIIOYEHNA ANS 3anycka ckaHepoB. WHAaekc:
«compot-exclusion». NepeyeHb nonen obbvekTa:
e ID (id, uuid) - napeHtTndmkatop obbvekTa;
e CreatedAt (created_at, data) - Bpems co3gaHus obbekTa;
e Name (name, text) - u4enosekoumTaembll wnaeHTudukaTop ob6bekTa. CocTaBnseTcs wu3
opraHmsauum n URL;
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e Organization (organization, text) — opraHnsaumusl, KOTOpOl NPUHAANEXMUT 06BbEKT;
e Scanner (scanner, text:object) - MNpaBuno Ans8 UCKIOYEHUSA 3arycka ckaHepa. Knwou - mnmsa
CcKaHepa, 3HauyeHne — 06BbEKT, ONUCLIBAKOLWNA UCKIKOYEHNE:
- Targets (targets, list) - ncknoueHnsa no yenn. Cnmcok 06bekToB TUNa «nanasoH» (onncaHue
B NYHKTe 4.4.);
- Targetslds (targets_ids, list) - nckntouenuns no ID uenn. Cnucok o6bekToB TMMNa «AnanasoH»
(onncaHne B NyHKTe 4.4.);
- Organizations (organizations, list) - ncknwouyeHns no opraHusaumm. CnMcok 06bEKTOB TMMa
«[nana3oH» (onucaHme B NyHKTe 4.4.).
4.4. O6bekTbl TMNa «/[mana3oH»:
e Value (value, text) — 3HaueHue;
e TimeRanges (value, list) - cnncok 06bEKTOB, ONUCbIBAKOLWMX BPEMEHHbIE OKHa (Nepuoabl:
- WeekDay (week_day, num) - neHb Heaenu;
- LeftHour (left_hour, hum) - neBoe 3HaueHune 4aca;
- LeftMinute (left_minute, num) - feBoe 3HaYEHNE MUHYTHI;
- RightHour (right_hour, num) - npasoe 3HaueHune yvaca;
- RightMinute (right_minute, hum) - npaBoe 3Ha4YeHne MUHYTHI.

5. PABOTA C 3AAAYAMM

5.1. Ao6aBneHune 3agaumn:
e [Ina pobaBneHus 3agaum Heob6xoaMMO co3aaTb 06BLEKT «3agava» B MHAEKCE «compot-job»;
e Ecnn ckaHmpyeMblit 06bekT He 6bin B cucTeMe, To nose «Targetld» MOXHO OCTaBUTb NYCTbIM,
Torga CMCTeMa aBTOMaTU4YeCKM CO34acCT CKaHMPYEMbIA 06beKT.

5.2. MpocMoTp cTaTtyca 3apaum:
e CraTyc 3agjayu 3anucbiBaeTCs B nofe cratyca o6bekToB U3 nHaekca «compot-job».

5.3. YpaneHue 3apaum:
e [lns ymaneHus 3agadn HeobxoaAuMO yaanuTb 06beKT M3 mHaekca «compot-job» nocpeacrtsom
onepaunn DELETE.

5.4. MpocMmoTp pe3ynbTaTa:
e [1ns Nony4YeHus akTyasibHOro COCTOSIHMS 06bekTa HeobXx0AMMO BbIMOJHUTL MOUCKOBbIA 3anpoc
K MHTepecyemoMy wabnoHy nHaekcos. Teno 3anpoca:

{
"aggs": {
"unique_id": {
"aggs": {
"by_created": {
"top_hits": {
"size": 1,
"sort": [
"created_at": {
"order": "desc"
b
}
]
b
s
+
"terms": {
"field": "id",
"size": 2000000000
}
b
*
"size": 0
b
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